Seismic Network Security
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* Networking | ' 1
e Servers
e Sys-admin

e Off-site
* “The Cloud”
e Instruments
 VNets
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 Add-on network
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Security vs. Usability

* The correct balance will be situation dependent and
only probabillistically optimal.

 Where do we draw the line?
« Security adds complexity. Affects:
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Motivators / vulnerabilities

* Why are they interested?
- Anonymizing network connection
- Plentiful sparsely monitored distributed DDOS attack sources
- Processing power
- Fun and reputation
- Targeted

 Why do we care?
- Induced failure
- Bandwidth
- Blacklisting
- Escalation
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On-site security

 Perimeter firewalls  Private networks

- Filtering * Host-based firewalls
- NAT  SELINUX




On-site network

e Mix of public, NAT,
and private networks

- No Hardware
Firewall

— Software firewalls on
all 1l

- “Zero Trust” config
- IPv4 only (for now)

* Private networks
— Carrier Grade NAT

- |solated Data
Networks
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On-site system administration

 Reqgular nmap scans, ¢ Tardis security scans
both internal and

external. e System config audit &

tracking







Remote-site security

e Public network:
- Host-based firewalls.

— Turn off unnecessary and
Insecure services.

- Move services to non-
standard ports.

 Remote private networks:
- External firewalls.

- Port-forwarding NAT firewalls
- Vnets
- VPNs

— Don’t expose unnecessary
and insecure services.
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THE BEATLES HELP! FILAG SEMAPHORE ERROR

GEORGE JOHN PAUL RINGO
HARRISON LENNON MCCARTNEY STARR
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Remote managed networks
Firewall

Or

f‘ﬂ‘

T
700/

o

Tk
L,

| Failover | A




Raspberry Pl

« Simple but capable firewall  Good:
» Port-forwarding NAT

e Drop-in DHCP/NAT traversing
OpenVPN client

e Other?
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Discussion
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